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TECHNICAL REQUIREMENTS
for software development service "Software for Implementing an Information Network at Offshore and Onshore Facilities "
1. PURPOSE OF THE SERVICE 
The software aims to provide an always-available information channel for personnel at offshore facilities via interactive kiosks installed in recreation or common areas.
It shall deliver up-to-date production, HSSE(Health, Safety, Security, Environment), and corporate information through configurable interactive widgets, with the ability to open detailed pages for further reading.
The system shall support timely incident and operational alerts (“emergency flashes”) displayed prominently, with configurable durations and dismissal controls. Alerts may be dismissed globally by an administrator (affecting all clients) or locally at a site, in which case the designated notification list is informed.
Content and presentation shall be centrally administered, while allowing customization of widget sets, data sources, and visual layouts where required. 
The software shall continue functioning under intermittent connectivity by caching core content for offline use and synchronizing data in the background when a connection is available.
Integration with enterprise data sources (e.g., REST APIs) shall be supported to display metrics, calendars, announcements, regulatory documents, and other approved information.
The platform shall be secure, scalable, and maintainable, with auditability and compliance aligned to applicable laws and internal regulations governing information provision.
The solution shall be suitable for multi-site rollout and future enhancements, including multilingual support (Russian, Vietnamese, English), with a cross-platform client.

2. GENERAL REQUIREMENTS FOR THE SERVICE
2.1. Scope
Software scope: Design, develop, and deliver a centrally administered kiosk-information system usable across multiple offshore sites.
Deployment scope: Initial rollout shall support Chromium-based browsers (browser client) for both kiosks client and admin panel, targeting current stable versions. 
2.2. Deliverables upon service completion
Provide a complete, production-ready release of the “Kiosk Management Software” consisting of:
• One (01) kiosk client application (for Chromium-based browser and optionally native) for display and interaction.
• One (01) administrative web application for content/layout management and user/role administration.
• One (01) backend service (REST/JSON APIs and data aggregation from other API and MS SQL).
• Deployment assets for the above components: Docker Compose files and Kubernetes manifests.
2.3. Functional baseline for completion
The system shall display information via interactive thematic widgets with drill-down to detailed pages; widget sets and data sources shall be centrally managed and may vary by site. Administrators can create/configure widgets (including conditional formatting) and issue time-bound emergency overlays (“flashes”) to all or selected sites. Login uses Employee ID. Client-server data exchange format: JSON. Implemented RBAC(role based access control, or scope based).
2.4. Technical/technology parameters at completion
• Technology Stack: To ensure long-term maintainability by the Customer’s internal team, all custom software components shall be built with a modern, widely adopted framework using C#/.NET, JavaScript/TypeScript, or Dart. The Contractor shall justify the selected technology in the proposal.
• License & IP: The Customer shall receive a perpetual, worldwide, royalty-free license and all exclusive intellectual property rights to all custom-developed components upon acceptance. Proof of IP transfer shall be provided as specified in Section 11.
• Integration: Standards-based APIs (REST/JSON); integration with MS SQL DBMS.
• Resilience & caching: Client-side offline cache of core content for intermittent links (periodic background sync). Server-side caching of data from other Customer’s system by Customer’s cache policies.
• Localization & accessibility: Multilingual content (Russian, Vietnamese, English); kiosk-appropriate accessibility practices. 
• Require admin-editable localization or clear step-by-step localization update instructions, plus a build/update script that rebuilds the project after locale files change.
2.5. Security
All data in transit shall use HTTPS with up-to-date TLS. Authentication/authorization shall follow Customer security policies. The system shall provide audit logging for key administrative actions.
2.6. Warranty and support period
Provide warranty and technical support for not less than twelve (12) months from acceptance, including defect remediation, security patches, and configuration assistance.
2.7. Acceptance
The Contractor shall submit an Acceptance Test Plan (ATP)—with traceability to these requirements, test data/environments, and pass/fail criteria—for Customer approval prior to testing. Upon execution of the ATP (FAT(Factory Acceptance Test)/SAT(Site Acceptance Test) as applicable), the Contractor shall provide Acceptance Test Results (evidence and defect log/resolutions). Final acceptance is granted upon successful completion of tests and closure of agreed defects.

3. SERVICE SCOPE OF WORK
The Contractor is responsible for fully performing the following tasks under the service contract:
3.1. Requirements & Analysis
• Survey stakeholders and collect requirements; confirm kiosk usage scenarios, data sources, and site-level variations.
• Produce a User Requirements Document (URD) with functional structure, workflows, activity diagrams, and acceptance criteria.
3.2. Design
• Prepare the Software Design Specification (system architecture, deployment topology, database schema if applicable, API contracts, permissions/roles, UI layout model, caching policies on client and server).
3.3. Implementation
• Develop the backend service (REST/JSON), administrative web application, and kiosk client.
• Implement interactive widgets with server-driven configuration; include conditional formatting and emergency overlays (“flashes”).
• Implement both login by Employee ID and LDAP, and also role-based administration.
• Implement client-side offline cache for core content and server-side caching per Customer policies (with tests and mock data).
• Implement remote update capability for kiosk clients and safe rollback.
3.4. Testing
• Plan and execute tests: unit, integration, system, security (TLS/config), performance (responsive client UI under ~1 Mbps link for client connections), and acceptance tests per the approved ATP.
• Provide test evidence, defect logs, and retest results.
3.5. Deployment
• Install and configure in test, development and production environments on the Customer’s infrastructure.
• Deliver Docker Compose and Kubernetes manifests, plus scripts for certificate installation/rotation without image rebuilds.
• Provide recommended NGINX configuration samples as an SSL wrapper.
3.8. Support & Warranty
• Provide technical support during trial run and throughout the warranty period (≥12 months), including bug fixing, security updates, and configuration assistance.

4. TECHNICAL REQUIREMENTS FOR THE SOFTWARE
The developed Software must fully meet the following technical requirements.
4.1. General software requirements
4.1.1. Process and task requirements (kiosk content lifecycle)
A. Content creation → approval → publication → update/retire
Administrators prepare content and widget configurations, submit for approval, publish to selected sites, update on schedule, and retire/archive when obsolete.
Emergency messages (“flashes”) can be issued with scope (all or selected sites) and an expiry time or manual dismissal.
B. Operations & administration
Centralized management of widget sets, data sources, per-site overrides, theming, and access rights/roles.
Monitoring shall provide basic health, content synchronization status, last update timestamps, and client version.
C. Site/client tasks
Display published pages; allow drill-down to detailed pages (i.e. click on widget show more information).
Login by Employee ID when user identification is required.
Client-side offline cache of the main page and core assets, with background synchronization when connectivity is available.
4.1.2. Business and functional requirements
The Software shall provide the functions below (centrally configurable; per-site sets may differ).
Widgetized information & actions (minimum set to be delivered under the contract):
• Site name
• Days without incidents
• Date & time (production calendar / time balance)
• Organizational structure
• Core values; development focus; corporate ethics
• Integration with internal company portals (company history: milestones, 3D models, facility descriptions) via one of the following:
– embedded iframes of approved internal content;
– approved deep links to internal sites;
– structured data integration (APIs/files or scheduled).
• Emergency response plan; 3D map / evacuation plan
• Facility and crew ratings
• HSSE (rules, STOP program, Vision Zero, trainings, expert recommendations, best teams…) 
• Quality management (5S, SOP, best workers, passive safety)
• Environment (monitoring, recommendations)
• Contacts (responsible persons)
• News (announcements and events); scrolling ticker
• Unresolved violations
• Regulatory documents (rules, standards)
• Info from Technical Department; Safety & Environment Unit
• HR information (reward orders, timesheets, form templates)
• Production indicators (with department breakdown, as applicable)
• Capital construction plan
• Site manager’s active zone (tasks, achievements, maintenance plan, flight/shift schedules)
• “Report Incident” button — opens a configurable form (at minimum: incident type, location/site, date/time, description, optional photo/attachment, reporter’s Employee ID; routing rules and recipients configurable by the Customer)
• Visit counter — counts unique users per day per site based on Employee-ID login (also provide total visits)
Administration & configuration
• Visual editor for creating widgets and pages; layout and navigation configuration
• Conditional formatting rules (e.g., thresholds for text/background color)
• Per-site overrides for data sources, widget visibility, and themes
• Scheduling of content publication/expiry
• Targeted delivery of flashes (all or selected sites)
Search & access
• Search over published titles/metadata (minimum)
• Role-based access control for administrative functions
Abbreviations (for clarity in this Section):
HSSE – Health, Safety, Security, Environment
5S – Sort, Set in order, Shine, Standardize, Sustain
SOP – Standard Operating Procedure
4.1.3. User interface requirements
[bookmark: _Hlk208945778]• Intuitive, kiosk-friendly UI with clear separation of blocks and backward navigation
• Multilingual content: Russian, Vietnamese, English (language toggle)
• Adaptive display for typical kiosk resolutions and aspect ratios; touch-screen compatible
• Support for site-level theming (logo/colors/brand elements)
4.1.4. System architecture and integration requirements
• Runs on the Customer’s on-premises infrastructure; availability appropriate for kiosk use
• Clients: Windows/Linux kiosks with Chromium-based browsers (The client should also operate as a standard website, with additional limitations enforced via role-based access.)
• Data exchange: REST/JSON; widgets receive data in JSON format
• Deployment: provide Docker Compose and Kubernetes manifests. HTTPS certificates must be replaceable without rebuilding images (single bind-mount folder for Compose; cert-manager for Kubernetes). Include sample NGINX reverse-proxy configuration (SSL wrapper)
• Integration: open-standards plan (REST/JSON/MS SQL) with existing systems (eOffice, EDMS, ISO,  SharePoint, etc., as approved by the Customer)
• Logging: integration and administrative actions must be logged and available for review
4.1.5. Security requirements
• All data in transit over HTTPS with up-to-date TLS ciphers
• Enforce secure authentication (Employee-ID login where applicable) and authorization aligned with Customer policies
• Protect personal data during login and any identified personal-information flows
• Provide audit logs for key administrative actions and configuration changes 
4.1.6. Performance, reliability, and resource constraints
• Clients operate acceptably over links averaging ~1 Mbps by leveraging caching and modest payload sizes 
• Clients should handle out-of-storage conditions gracefully (warnings and/or automatic cache cleanup where supported)
• Provide basic health endpoints/metrics for monitoring
• Server efficiency. Under a steady-state load of 100 concurrent client sessions performing typical kiosk refresh operations, the application server shall operate within 2 vCPUs, 4 GB RAM, and ≤50 GB disk for application data/logs, while meeting the performance targets (e.g., p95 API latency ≤ 800 ms, HTTP 5xx ≤ 0.5%). Measurement window: metrics shall be collected over 30 minutes steady state after a 10-minute warm-up.
4.1.7. Testability
•  Provide server integration test cases with mock data and upstream system stubs to support development and acceptance testing.
• Provide a production-like test environment with anonymized seed data, reset scripts, and mocks/stubs for upstream systems to enable effective debugging.
• Provide automated unit tests for server and client components covering core business logic, input validation, caching, and security-critical code paths.
• Minimum line coverage: 70% overall (server), 60% (client UI logic); all critical modules ≥80%.
• Tests must run headless in CI and produce JUnit/LCOV reports.

5. REQUIREMENTS FOR THE CONTRACTOR
5.1. General Capability
The Contractor shall possess the lawful right and legal capacity to develop, deliver, and support the Software for the Customer.
5.2. Experience & Expertise
The Contractor must demonstrate relevant capability and experience, including:
· A minimum of three (3) years of experience delivering kiosk systems, industrial HMIs, or comparable enterprise information systems.
· At least one (1) similar contract completed within the last five (5) years.
· A project team with relevant certifications in business analysis, software engineering, DevOps/containerization, and information security.
5.3. Development & IP Practices
The Contractor shall employ development practices that ensure:
· All custom-developed components are created in a manner that allows for full ownership transfer to the Customer.
· Third-party frameworks and libraries are selected with license compatibility in mind, and their use (especially strong copyleft licenses like GPL/AGPL) is pre-approved by the Customer.
· The complete solution must be reproducible by the Customer from the delivered source code and build instructions. This reproduction must not require the acquisition of any additional commercial licenses, fees, or approvals from third parties beyond those already obtained or provided by the Contractor.

6. SERVICE TIMELINE
· Project kick-off: within 07 days from contract signing (initiate survey, requirements analysis, detailed plan).
· Total duration: up to 12 months from contract signing, including:
· Development & testing: ≤ 09 months, including successful pilot and readiness for rollout.
· Initial rollout on designated kiosks and production go-live: immediately after development completion, continuing until final handover and acceptance.

7. DELIVERABLES
The Contractor shall deliver the following items, constituting the complete set of project outputs:
· Software Package: One (01) production-ready release of the Kiosk Management Software, including the kiosk client, administrative web application, and backend service.
· Source Code: Complete source code, build scripts, and configuration files for all custom-developed components, sufficient for the Customer to rebuild and redeploy the system.
· Deployment Assets: Docker Compose files and Kubernetes manifests for server deployment.
· Configuration Guide: 
· A sample NGINX reverse-proxy configuration acting as an SSL wrapper. 
· Instructions for HTTPS certificate rotation without rebuilding container images (e.g., using bind-mounts for Docker Compose and cert-manager for Kubernetes).
· System Documentation: A comprehensive set of design and administration documents, including:
· System architecture diagrams
· Deployment topology
· Data processing flows
· Permissions and role matrix
· User Manual: An end-user guide for the kiosk interface, provided in Vietnamese, Russian, and English.
· Administration Manual: An administrator guide covering deployment, configuration, security, backup/restore, and monitoring, provided in Vietnamese, Russian, and English.
· Training Package: Complete set of eLearning course materials (videos, guides, references) for system administration.
· Intellectual Property Package:
· Proof of ownership or lawful right to use/transfer IP for all delivered components.
· A Software Bill of Materials (SBOM) listing all third-party components.
· A software warranty certificate.
· Access Credentials: All necessary administrative accounts, API keys, and tokens for system access.
· Project Artifacts: All test results, acceptance minutes, and final system configuration data.

8. CONTRACTOR RESPONSIBILITIES
8.1. Service implementation responsibilities
· Provide clear plans for data collection, business analysis, integration, design, development, testing, deployment, training, technology transfer, and support. Plans and periodic activities must be reviewed/approved by Vietsovpetro.
· Fully execute the Scope of Work with required quality and schedule.
· Comply with Vietsovpetro security policies; do not copy or transfer Vietsovpetro data to any third party, and ensure the secure protection of all Vietsovpetro data received, generated, or accessed in the course of service delivery.
8.2. Installation, configuration, adjustment, and handover
The Contractor shall perform the following activities:
· Install and configure the software on the Customer's infrastructure to meet all technical and security requirements, providing installation logs and a configuration compliance report.
· Adjust and optimize the system performance based on the production environment, documenting all changes made.
· Provide a one-page pictorial quick-start guide for display near kiosks, upon Customer request.
· Conduct a minimum of one (01) training class on system administration and operations for the Customer's personnel, providing attendance sheets and training minutes.
· Hand over all administrative accounts, API keys, and access credentials, providing a signed access transfer record.
· Formally hand over the latest version of all system administration documentation.
8.3. Software warranty and technical support
The Contractor shall provide warranty and technical support for a period of no less than twelve (12) months from the date of final acceptance. This support includes the following activities:
· Defect Remediation: Promptly diagnose and fix all defects and bugs identified in the delivered Software during operation.
· Incident Support: Provide support for troubleshooting, installation, configuration, and remediation in case of server reinstallation or failures.
· Technical Assistance: Offer direct and indirect technical support to the Customer's administrators and users during operation.
· Proactive Maintenance: Perform periodic system checks and optimization every two (02) months for the first six (06) months after go-live.
· Comprehensive Coverage: Ensure all identified software bugs are fixed at no additional cost during the warranty period.

9. VIETSOVPETRO’S RESPONSIBILITIES
Vietsovpetro shall:
· Facilitate Contractor activities on premises and provide necessary access/coordination.
· Provide server, network, and other services outside the Contractor’s scope.
· Provide documents, business processes, and project information; review and approve service documents.
· Coordinate provision of interfaces and data structures (schemas, SQL table/view DDL, API contracts, field dictionaries, sample payload formats) required for integration. Vietsovpetro decides which production/business data, if any, may be shared. If real data cannot be shared, the Contractor must generate realistic synthetic/anonymized test data sufficient for development, testing, and acceptance.
· Supervise, inspect, and jointly agree on implementation steps, ensuring cybersecurity and data safety per internal policies.

10. TECHNICAL DOCUMENTATION REQUIREMENTS
10.1. Documentation required in the Bid Dossier (at minimum)
· Technical solution narrative meeting Sections 2, 3, and 4 of these Technical Requirements.
· Week-by-week plan (survey, design, development, testing, training, acceptance).
· Project organization chart and personnel CVs/certificates.
· Contractor capability profile and team certifications.
10.2. Documentation required upon Software handover
Upon final software handover, the Contractor shall provide the documentation items as specified in Section 7 (Deliverables), including but not limited to:
· Installation, configuration, and operation manuals.
· API integration documentation.
· System architecture and process diagrams.
· End-user and administrator guides.
· All training materials and collateral.

11. REQUIRED CERTIFICATES
The Contractor must provide the following signed legal instruments and certificates prior to final acceptance and payment. These documents serve as proof of the lawful right to develop, deliver, and transfer the Software and its components to Vietsovpetro.
· IP Assignment Agreement: A signed, legally-binding instrument that irrevocably assigns all exclusive rights, title, and interest in all custom-developed components (including source code, schemas, configurations, build/deploy scripts, documentation, and project-specific branding) to Vietsovpetro. This grant shall be perpetual, worldwide, and royalty-free for use within Vietsovpetro.
· Representation of Originality and Non-Infringement: A formal written representation warranting that the deliverables are either original works of the Contractor or that all third-party components have been properly licensed. The representation must state that the delivery, use, and operation of the deliverables by Vietsovpetro will not infringe upon the intellectual property rights of any third party.
· Open Source and Third-Party License Compliance Plan: A document detailing the compliance strategy for all obligations associated with third-party and open-source components listed in the delivered SBOM. For any components using strong copyleft licenses (e.g., GPL, AGPL), this plan must describe the mitigation strategy (e.g., segregation, dynamic linking) and include a copy of the required source code offer, if applicable. This plan must be submitted for review and receive prior written approval from Vietsovpetro.
· Warranty Certificate: A certificate issued by the Contractor confirming the commencement of the ≥12 month warranty period for the delivered Software upon acceptance.

These technical requirements form the basis for signing a contract with the developer and serve as a checklist for acceptance.

