YEU CAU KY THUAT
Déi voi “Mua sim ban quyén phan mém cho hé théng an ninh mang”

. MUC PICH VA PHAM VI SU DUNG

Mua sim ban quyén phdn mém cho hé théng An ninh mang.

. YEU CAU CHUNG:

Ban quyén va dich vu phai dugc cung cap truc tiép tir nha san xuat hodc dai Iy uy quyén
hop phép tai Viét Nam.

Nha thau phai cung cap chtng tir chimg minh ngudn gbe ban quyén (thu uy quyén, gidy
xac nhan phan phdi hoic tai liéu tuong duong).

Bao hanh va hd tro ki thuat thyc hién theo diéu kién va chinh sach ctia nha san xuat.

. YEU CAU VE KY THUAT, CONG NGHE:

Phian mém phai ¢ cac tinh ning va thong sb k¥ thuét téi thiéu nhu mé ta trong danh

muc.

- Muc s6 1: Trang bi phan mém quén 1y hop nhat thiét bi dau cudi nhim phuc vu
cong tac quan tri, gidm sat, cau hinh va bao mat cac thiét bi CNTT trong hé théng
cua Lién doanh Viét — Nga Vietsovpetro.

- Phan mém phai cho phép quan Iy tip trung cac may chu trong hé thong, hd tro tu
dong hoa cac tac vu quan tri CNTT, d@)ng thoi tich hop va van hanh d@)ng b0 v&i hé
thong quan tri CNTT hién dang st dung tai Vietsovpetro.

> Yéu ciu ban quyén
o Phan mém phai dap ing cic yéu cau ban quyén sau:
e Giai phap phan mém quan ly hop nhét thiét bi dau cudi cip doanh
nghiép (Enterprise Endpoint Management Solution).
e Mo hinh cap phép: ban quyén vinh vién (Perpetual Licensing Model).
o Pham vi ban quyén tdi thiéu: / MuHEMAaNBbHBIH 00BEM THICH3UPOBAHKS:
e Quan ly 250 may chu (servers)..
e 01 tai khoan k¥ thuat vién quan tri hé thong (Technician/Admin
License).
o Ban quyén phai bao gom:
e Phi cap phép cai dit va st dung phan mém.
e Phi bao tri va hd tro ki thuat hang nim (Annual Maintenance and
Support — AMS) cho toan bo s6 lugng ban quyén, bao gdom:
= Quyén cap nhat phién ban phan mém.
= Cap nhat ban va 16i va ban va bao mat.

= HO tro k¥ thudt tir nha san xudt hodc nha cung cap.



» Yeéu cau chirc nang chinh

Phan mém phai cung cap to1 thi€u cac chirc nang sau:

Vi.

Quan 1y thiét bi tap trung

= Quan Iy tap trung cac thiét bi CNTT trén mot nén tang thong nhat.
= Thu thap va quan Iy thong tin thiét bi (phan cing va phan mém).
» Theo doi trang thai hoat dong cua cac thiét bi duoc quan ly.

= HO trg co ché trién khai tic nhin quan 1y (Agent-based
management) trén thi€t bi nham thu thap thong tin va thuc hién
cac tac vu quan tri tur xa.

Quan 1y ban va va cap nhat hé thong

= Phat hién va quan 1y cic ban va cta hé diéu hanh.
= Trién khai ban va tir xa theo chinh sach quan tri.
» Theo doi trang thai cap nhat cua cac thiét bi.

. H(z)q trg quan ly va trién khai ban véa cho cac phan mém tng dung
pho bién cua bén thir ba (third-party patch management).

= Cho phép lap lich va ty dong hoa qua trinh trién khai ban va.
Kiém ke tai san CNTT

= Ty dong thu thap thong tin phan cing va phan mém cua thiét bi.
= Lap danh muc tai san CNTT trong hé théng.

= Theo ddi cac thay ddi c4u hinh thiét bi.

Trién khai va quan 1y phan mém

= Cai dat, cap nhat hodc go bo phén mém tir xa trén cac thiét bi duoc
quan ly.

» Trién khai phén mém theo nhém thiét bi hodc theo chinh sach quan
tri.

= Lap lich trién khai phan mém ty dong.

= HG tro kho luu trit phdn mém tip trung (software repository) dé
phuc vu trién khai va cap nhat phan mém trong h¢ thong ndi bo.

Dicu khién va hd tro thiét bi tir xa

= Cho phép quan tri vién truy cap va diéu khién thiét bi tir xa.
= HG tro xur 1y su ¢b k¥ thuat cho ngudi dung.

= Theo ddi va ghi nhan cac phién hd tro ky thuat.

Quan 1y cau hinh va bao mat

= Thiét lap va ap dung cic chinh sach cdu hinh hé thdng.

= Ap dung cac chinh sach bao mat cho thiét bi dau cubi.

= Kiém soat cu hinh thiét bj theo tiéu chuan quan trj CNTT.



= Cho phép kiém soat m(f)tqsé thiét bi ngoai vi hoac ing dung theo
chinh sach bao mat cua to chirc.
vii.  Giam sat va canh bao
»  Giam sat tinh trang thiét bi va trang thai thuc hién cac tac vu quan
tr1..
= Phat hién va canh bao cac su cb phat sinh trong qu4 trinh quan tri
hé thong.
viii.  Bao cdo va thong ké
= Cung cap hé thong bao cdo phuc vu céng tic quan trj thiét bi.
. Bélo cao tai san CNTT, ph?m mém cai dit va tinh trang cap nhat h¢
thong.
iX.  Phéan quyén quan tri
= Cho phép phan quyén quan tri theo vai tro.
= Quan Iy tai khoan quan tri va quyén truy cap hé thong.
> Yéu cau twong thich va tich hop hé thong
o C6 kha ning tich hop véi hé thong thu muc nguodi dung (Directory
Services) trong ha ting CNTT.
o C6 kha nang tich hop va van hanh dong bo v6i hé théng quan tri CNTT
hién dang str dung tai Vietsovpetro.
o HO tro API hodc co ché tich hop ti€u chuan phuc vu trao doi dir liéu gitra

cac hé thong.

- Muc s6 2: Phin mém bao méit thw dién tir (Security for Mail Server)
Phan mém bao mat thu dién tir ( Security for Mail Server) dugc trang bi nham cung
cap giai phap bao vé toan dién hé thong email chiéu giri va nhan (Inbound/Outbound
Email Security). Cac muc dich chinh bao gom:

- Phong chong thu rac (Spam), ma doc (Malware), phan mém téng tién
(Ransomware) va cac hinh thirc tan cong c6 chii dich (APT) qua email trudc
khi thu duge chuyén vao hé théng may chi thu dién tir ndi bo.

- Bao mat email dya trén cong nghé may hoc (Machine Learning), tri tu¢ nhan
tao (AI) va tich hgp moéi trudng o 1ap (Sandbox) dé phan tich chuyén sau.

- Ngén chan cic hinh thtc lItra ddo qua email (Phishing), gid mao dia chi
(Spoofing) va ro ri dir liéu (DLP - Data Loss Prevention).

> Yéu ciu ban quyén
o Phan mém bat budc phai 1a san pham déng g6i thuong mai chinh thirc tir
hang bao mat, c6 gidy phép sir dung 13 rang.
o Khong chip nhan céc giai phap ma nguon mo chua thuwong mai héa hodc

cac phién ban thir nghiém (beta).



Phan mém phai thudc nhom céc giai phap bao mat email uy tin toan cau,
dap tng hoic duoc danh gia phi hop véi cac tiéu chuan, tiéu chi, khuyén
nghi tir cac to chtrc doc 1ap uy tin nhu: B quy tic bao mat Email toan
cau cua ITU, Rapid7, Gartner hodc twong duong.

Phan mém dugc cung cip dudi dang Email Security Gateway, dit tai 16p
trung gian trudc hé théng may chil email cua don vi.

Phin mém duoc cai dit trén may cha 4o hda (VMware, Hyper-V...) hoic
may chu vat 1y, cho phép trién khai theo mé hinh phu hop véi ha tang
hién tai (On-premise).

DPam bao hé thdng c6 kha ning md rong linh hoat trong twong lai theo
nhu cau str dung thuc té.

Pham vi ban quyén ap dung cho 7600 hop thu dién tir cia don vi trong
thoi han 01 nam, bao gom gidy phép hd tro ki thuat va quyén cap nhat
co so dit liéu nhan dién mdi de doa lién tuc.

Bao vé song song ca hai chiéu guri va nhan email (Inbound + Outbound)
cho cac tai khoan quan tri, tai khoan ngudi ding va hé thong thu dién tir

noi bo.

» Yéu cau chirc nang chinh

Chtrc nang loc thu rdc va ma doc

= Phat hién va ngin chan thu rac (Spam) dya trén nhiéu co ché phan
tich ndi dung, nguén gui va tinh diém spam theo thuat toan
Bayesian nham giam false positive.

= HO tro co ché RBL/SURBL, Greylist, xac thuc ngudi nhén (RCPT
Inspection) va gioi han tan suat nhan thu (Rate Limit) dé chong
tan cong flood/mail bomb.

= Kiém tra tép dinh kém da 16p: ddi chiéu mau tinh, luat tiy bién
(YARA Rule), va phan tich dong trong mdi truong Sandbox (mdi
truong co lap).

= HO trg trace URL dén diém cudi (endpoint) dé xac minh, phat hién
link 16ng nhiéu 16p va link doc hai an bén trong t€p dinh kém
(Word, Excel, PDF).

Bao vé chdng gia mao va tan cong email

= HJ tro kiém tra va xac thuc cac co ché SPF, DKIM va DMARC
nham dam bdo tinh hop I¢ ciia email giri dén.

= (C6 kha nang tu g‘i(f)ng hoc q(Machine Learning) vé SPF va domain
lién lac hop I¢ d€ giam thicu false positive.

= Phat hién gia mao header email theo ti thiéu 03 dang: gia mao dia
chi (Address), gid mao ID, gid mao tén mién (Domain).



Hb tro phat hién tén mién gia mao (Look-alike Domain) theo tbi
thiéu 04 mirc do tuwong ty khac nhau bao géom ca khac bi¢t TLD.

Theo ddi duong di email theo qudc gia (Send Location Risk) va
canh béo tuyén gui dot bién.

Kién trac van hanh

Co kiép trac phan 16p 16 rang go6m 16p loc thu rac (Spam Filter) va
16p chong tan cong (APT Protection) phoi hgp nhip nhang.

C6 kha nang trién khai chay du phong (High Availability) va can
bang tai (Load Balancing).

Tich hop gét v6i nén tang quan ly thu muc Active Directory (AD)
/ LDAP dé tu dong dong bd trang thai tai khoan.

Giai phap h§ trg co ché cap tenant riéng cho don vi, dam bao dir
liéu log va cau hinh c6 1ap hoan toan.

Giam sat, quan tri tu phuc vu (Self-Service) va bao cao

Cung cap giao dién quan tri tap trung (Web Console) da ngon ngir
(bao gdbm Tiéng Viét va Tiéng Anh).

Hb trg phan quyén quan tri vién dua trén vai trd (Group Admin).

Quan ly danh sach trang (whitelist) va danh sach den (blacklist) da
tang theo tdi thiéu 03 cap (chung toan hé thdng, theo nhom, theo
dia chi thu ca nhan) v6i pham vi kiém tra Subject, Body, Header,
IP, Domain.

HO trg canh b::io qua email khi phat hién ma doc, ransomware hodc
URL nguy hiém muc do cao.

Gui bao cao dinh ky (Blocked Mail Report) cho tung nguoi dung
cuoi.

Luu trir nhat ky thao tac quan tri vién (Audit Log) va log su kién

t6i thiéu 06 thang phuc vu kiém toan va truy vét. Bao céo hd tro
tiy chinh logo, tiéu dé theo nhan dién thuong hiéu.

> Yéu cau twong thich va tich hop hé thong

o

Ap dung cho hé thdng email hién hitu, bao gdm kha ning hd tro tich hop

ma khong lam thay d6i kién triic hé thong thu dién tir dang van hanh.

Tich hop voi hé thong giam sat an toan thong tin tip trung (SIEM) thong

qua giao thirc chuan.

HJ tro kiém thir va dua hé théng vao van hanh chinh thirc.

Cung cap hd tro k¥ thuat trong sudt thoi gian cung cap dich vu (01 nam).

bam bao dich vu hoat dong 6n dinh va khong lam gian doan hé théng thu

dién tir dang khai thac.

Muc s6 3: Twong lira cho Co sé dir liéu

» Yéu cau ban quyeén



Phan mém phai nam trong nhém Leaders trong cic bao céo danh gia tir
niam 2025, bao gdm céc giai phap da dugc danh gia va xép hang boi cac
t6 chirc xép hang giai phap bao mat uy tin nhu Gartner hodc Forrester
hodc KuppingerCole.
Cung cip 02 ban quyén thiét bj tuong lira co s¢ dit liu dang may ao
(Virtual Appliance), goi thué bao nang cao (Enhanced Subscription)
trong thoi han 01 nam.
Téng ning lyc xir Iy ctia 02 thiét bi twong dwong 200 CPU threads.
Bao gdm 100 ban quyén DB Agents cai dit trén may chu co so dit liéu
dé giam sat va bao vé truy cap.
Cung cap 01 ban quyén may chu quan 1y tip trung dang may ao
(Management Server Virtual Appliance), géi thué bao trong thoi han 01
nam.
Ban quyén phai bao gom:
e Phi cip phép cai dit va sir dung phan mém.
e Phi bao tri va hd trg k¥ thuat hang naim (Annual Maintenance and
Support — AMS) cho toan bd s6 luong ban quyén, bao gdbm:
= Quyén cap nhat phién ban phan mém.
= Cap nhat ban va 16i va ban va bao mat.

= HO tro k¥ thudt tir nha san xudt hodc nha cung cap.

> Yéu cau chire niing chinh

Phan mém phai cung cap t6i thi€u cac chirc nang sau:

Kién trtc trién khai va thu thap dir liéu

= HO tro co ché trién khai linh hoat, khong 1am thay d6i két cau, mo
hinh mang hién hitu

= HO tro trién khai tic nhan (DB Agent) trén may chit CSDL dé thu
thap va phan tich truy van.

= Agent cai trén may chu CSDL thu thap cac hoat dong trén Shared
Memory, IPC, TCP local, BEQ,..

= HJ trg co ché kiém soat Agent dya trén muc tai hién tai cia may
chu CSDL

= Agent phai c6 co ché nén dir liéu dé tiét kiém bang thong trén
duong truyeén.

Phét hién va ngin chin tin cong co s dit liéu

= Phat hién va ngin chan truy cap trai phép, tan cong SQL Injection

va cac hanh vi bat thuong doi voi co so dir ligu.



Phat hién, canh bao, ngin chin cic két ndi bat thuong ma
user/client chua ting thuc hién, két ndi dén tir source
IP/Application la bén trong hé théng vé6i co ché hd so dong.
Phat hién, canh bao, ngin chin céc truy cap SQL trai quyén.
Kiém tra hop 1é giao thirc CSDL/SQL (SQL protocol validation,
DB protocol Validation) nhu kiém tra d6 dai, kich thudc header,

gia tri tham sb co hop 18.

Co ché hoc hanh vi va phan tich truy cap (Behavior Analysis)

Cho phép tu hoc va xdy dung hd so dong (Dynamic
Profile/Dynamic Profiling) vé chinh sach bao vé. Céc thay doi hop
1€ cua tng dung va CSDL trong mot thoi gian dugce tu dong nhan

ra va cap nhat vao profile.

Quan ly chinh sach bao mat co s¢ dir li¢u

Cung cip céc chinh sach Audit va Security duoc dinh nghia va ap
dung mqt cach ddc lap vdi nhau.

Ap dung chinh sach theo dbi twong DB cin bao vé (may
chu/service) ma khong phai &p chinh sach theo DBF gateway.
Cung cap cac chinh sach bao vé (Security Policy) nhiéu mtrc, gdm
muc mang (Network Security Policies), mic dich vu CSDL
(Database Service Level Security Policies), va muc tng dung
CSDL (DB Application Level Policies).

Cung cdp cac miu chinh sach duoc dinh nghia sén, cho phép tuy
bién chinh sach.

Ho tro dinh nghia chinh sach an ninh tap trung 4p dung cho toan
bo hé théng DB, voi cac loai DB khac nhau (MSSQL, Oracle,
MySQL), khong yéu cau dinh nghia ciing chinh sach 13p lai nhiéu
1an cho timg hé théng CSDL khac nhau.

Co ché phat hién tin coéng dua trén chit ky (Signature-based
Detection)

Cung cap chinh sach bao mat c6 sin xir 1y cac van dé bao mat sau:
SQL Protocol Validation, Oracle SQL Protocol Validation, SQL
Correlation Policy, SQL Protocol Signatures.

Cung cap signature phat hién/chdng tin cong, va Signature bao vé
diém yéu d3 biét (gin theo ma CVE), cic mau dugc cap nhat lién
tuc. Phat hién tin cong xAm nhap theo miu tn cong (signature) va

tan cong khai thac diém yéu da biét (4p dung cho CSDL quan hé).



Vi.

Vil.

viii.

Cho phép nguoi dung tiy bién, tu viét Signature sir dung ngén ngir
Regular Expressions.
HJ trg co ché cap nhat Signature mai nhét, cho phép c4u hinh dé

tuw dong cap nhat theo ngay, tuan, thang, ....

Quan 1y nhat ky, kiém toan va tuan tha

HS trg co ché canh bao, ghi log, luu vét phuc vu kiém toan va tuan
thu an toan thong tin..

Log hoat dong cuia DB phai dugc sinh ra tir giai phap DBF, khong
st dung log audit native trén co s¢ dir licu.

Hb trg quan 1y, luu trir dit liéu audit: Encrypt audit archives, Data
signing, FTP archive, SCP archive.

Dt liéu nhat ky/Audit phai dugc luu trong flat file dugc ma hoa,
khong luu trong CSDL quan hé dé dam bao tinh bao mat va
nguyén ven.

Co tinh ndng che dir liéu (Masking) nhay cam trong log/alert.

Quan 1y tap trung va giam sat hé thong

Quan ly tap trung thong qua may chu quan 1y chuyén dung..
Cung cap quan tri tap trung cho phép cau hinh chinh sach, tao bao
c4o, hién thi log va gidm sat sy kién trong thoi gian thuc cho tat ca
cac thiét bi DB Firewall va agent trén ciing mot giao dién duy nhét.
Cung cap bao cdo, thong ké va theo ddi trang thai bao mat hé théng
co s& dir liéu.

Dit liéu bao céo tong hop tir nhidu DBF gateway c6 thé dugc ciu
hinh 14y dit liéu nhat ky theo phut va gio (nhu 13 1ay dir liéu nhat
ky trong 15 phtt qua, trong 1 gio qua,..)

Kha nang phat hién va danh gia bao mat co s¢ dir li¢u

C6 kha nang tu dong phat hi¢n (discover) cac may chu CSDL. Tim
va phan loai dit liéu nhay cam trong CSDL (ap dung cho CSDL
quan h¢).

Panh gia diém yéu trén CSDL. Panh gia dya theo chuan DISA
STIG, CIS va CVSS (Common Vulnerability Scoring System).

Kha nang mo rong va hd tro hé quan tri CSDL

HO tro cac hé quan tri CSDL quan hé: bao gff)m Oracle, Microsoft
SQL Server, MySQL, Postgres, ....

Ho tro tuy chon mé rong cho cac CSDL, Big data/Non-SQL khéac:
MongoDB, Cassandra, ....



= HJ trg tuy chon md rong trién khai cac gateway trong ché do
cluster N+1, cho phép chia tai gitra cac thanh vién trong cluster.
= San pham dugc danh gia thudc phan khuc top & nhitng bang xép
hang gidi phap bao mat uy tin nhu Gartner, Forrester,
KuppingerCole ....
> Yéu ciu twong thich va tich hop hé thong
o (6 kha ning tich hop vé6i hé théng co sé dit liéu hién hiru..
o Dam bao khong lam gian doan hé théng co s¢ dir liéu dang khai thac

trong qu4 trinh trién khai.

4. YEU CAU VE THOI GIAN VA PIA PIEM GIAO HANG

- Thoi gian cung cép: hoan thanh viéc cung cap va kich hoat ban quyén trong vong 45
ngay ké tir ngay ky hop dong.

- Nha thau phai hoan thanh cai dit trong vong 30 ngay ké tir ngdy Vietsovpetro thong
bao cai dat.

- Thoi han hiéu lyc ban quyén: 12 thang ké tir ngay cai dat.

- Pjadiém ban giao: Lién doanh Viét — Nga Vietsovpetro, 105 Lé Loi, P. Viing Tau, TP.
HCM..

- Hinh thtc ban giao: gii ching nhan ban quyén dién tir (License Certificate) va xac
nhan kich hoat thanh cong tir nha san Xuat.

5. HO TRQ KY THUAT CUA NHA THAU

- Nha thau béng chi phi cua minh phai chiu trach nhi€ém cai dét, tich hop vao cac h¢ théng
hién c6 cua Vietsovpetro.

- Yéu cau vé trién khai va dich vu kém theo, Nha thau phai cung cap day du cac dich vu
Sau:

Cai dat va ciu hinh phan mém theo yéu cau k¥ thuat.

Tich hop vé6i hé thong hién hitu

Kiém tra va nghiém thu day du cac chirc ning.

Hudéng dan van hanh co ban cho can bg quan tri.

vV V VYV V VY

Nhan sy phai c6 chimg chi trién khai lién quan phan mém ma nha thau cung
cap nhu trong hd so du thau hodc di c6 kinh nghiém trién khai phan mém nhu
trong hd so du thau.

> Muc 3: Nhan sy tham gia trién khai phai c6 chimg chi vé tudng lira co so dit
liéu nhu la “DISC Imperva Data Security Certification Exam” hodc tuong
duong.

6. YEU CAU VE TAI LIEU KY THUAT:
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Tai liéu k¥ thuat nha thau can cung cip kém theo chio hang giai doan dau thau:

o Tai liéu mo6 tad phan mém.

o Gidy chung nhan 13 cha s hitu Phan mém hoic nha phan phdi va cung cip hop

phap duoc uy quyén tir chii s& hitu Phdn mém hodc tir nha phan phdi chinh thirc

trong khu vuc.

o Ho so tai liéu chirng minh nang luc trién khai phan mém ma nha thau cung cap

(Hop ddng da thuc hién, kinh nghiém, chimg chi lién quan, ..

)

Cam két ban giao tai liéu huéng dan van hanh sau khi hoan thanh trién khai.

7. YEU CAU VE CHUNG CHI:

Nha thau dugc yéu cau cam két cung cap cac chung chi sau:

o Ban quyén phan mém phai 1a chinh hing, thé hién dudi dang ban cting hodc ban

dién tir (e-license) hodc phan cing (hardware key).

o (Giady cam két bao hanh cho tat ca cac muc.

DANH MUC HANG HOA/ DICH VU

STT | Tén hang hoa/ Dich Pic tinh ky thuat Pvt | Khéi | Ghichu
vu lwgng
1 | Phan mém quan Phan mem quan ly hop nhat thlet bi dau cudi Set 1
ly hop nhat thiét | - Cung cap ban quyén phan mém quan 1y tap
bi dau cubi trung thiét bi ¢au cudi cap doanh nghiép, mo

hinh cip phép vinh vién (Perpetual
Licensing).

- Pham vi ban quyén cho phép quan 1y tdi
thiéu 250 may cha va 01 tai khoan k¥ thuat
vién quan trj hé thong.

- HO trg quan ly tap trung thiét bi, trién khai
ban va hé dleu hanh va ung dyng, kiém ké tai
san CNTT, trién khai phin mém va hd trg
diéu khién tir xa.

- HO tro thiét 1ap chinh sach cAu hinh va bao
mat thiét bi, giam sat trang thai hé thong va
cung cép bao cao quan tri.

- Bao gom dich vu bao tri va hd tro k¥ thuat
hing nam (Annual Maintenance and Support
— AMS) cho toan bo s6 luong ban quyén.

- Bao gom dich vu cai dat, cau hinh va ban
giao van hanh hé théng.
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Phan mém bao
mat thu dién tir
(Security for
Mail Server)

Phan mém bao mat thu dién tu ( Security for
Mail Server) bao v¢ toan di¢n h¢ théng email
chiéu giri va nhan (Inbound/Outbound Email
Security).

- Pham vi ban quyén 4p dung cho 7600 hop
thu dién tur cua don vi trong thoi han 01 nam,
bao gém gidy phép hd trg k¥ thuat va quyén
cap nhat co s¢ dit liéu nhan dién mbi de doa
lién tuc.

- Phong chdng thu rac (Spam), mé doc
(Malware), phin mém tdng tién
(Ransomware) va céac hinh thirc tan cong cd
chu dich (APT) qua email trude khi thu dugc
chuyén vao hé théng may chu thu dién tir noi
bo.

- Bdo mat email dya trén cong ngh¢ may hoc
(Machine Learning), tri tu¢ nhan tao (Al) va
tich hop moéi truong ¢ 1ap (Sandbox) dé phan
tich chuyén sau.

- Ngan chan céc hinh thic lira ddo qua email
(Phishing), gid mao dia chi (Spoofing) va ro ri
dir liéu (DLP - Data Loss Prevention).

- Bao gém dich vu cai dat, ciu hinh va ban
giao van hanh hé thong.

Set

Tuong Itra cho
Co s6 dir licu

Tuodng ltra cho Co s¢ dir liéu

- Cung cép 02 ban quyén thiét bj tuong lira co
so dir liéu dang may 4o (Virtual Appliance),
goi thué bao nang cao (Enhanced
Subscription) trong thoi han 01 nam.

- Téng nang lyc xu 1y twong duong 200 CPU
threads.

- Bao gdbm 100 ban quyén DB Agents cai dit
trén may chii co s dit lidu dé giam sat va bao
V€ truy cap.

- Cung cép 01 ban quyén méy chil quan 1y tap
trung dang may do (Management Server
Virtual Appliance), géi thué bao trong thot
han 01 nam.

- Hb trg giam sat, phan tich va kiém soét truy
cap co s¢ dir li¢u theo thoi gian thye.

- Phat hién va ngan chan truy cap trai phép,
tan cong SQL Injection va cac hanh vi bat
thuong ddi véi co so dir lidu.

- Cung cp co ché canh bao, béo cdo, luu vét
va phuc vu kiém toan an toan thong tin.

- Bao gém dich vu trién khai, cdu hinh, tich
hop v6i hé théng hién hiru va ban giao van
hanh.

- Pam bao hé thong hoat dong 6n dinh, khong
lam gian doan dich vu co s¢ dit li¢u dang khai
thac.

Set
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