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YEU CAU KY THUAT
TECHNICAL REQUIREMENTS / TEXHUYECKHUE TPEBOBAHUSA
Hé thong lwu trir dir liéu toan hé thong mang / Data storage system for the entire
network system / Cucrema XxpaHeHus JAHHBIX JJIs1 BCell ceTeBOi CHCTeMbI

1. MUC PiCH VA PHAM VI SU DUNG / PURPOSE AND SCOPE OF USE /
HEJIb U OBJACTDb IIPUMEHEHUSA
. Tiéng Viét:
Trién khai hé théng luu trit phuc vu sao luu dir liéu (backup) véi kha ning:

o Bao vé dir liéu ctia Vietsovpetro trudc cic cudc tin cong mi hoa tong tién
(ransomware).

o Tuan thi nguyén tic sao luu 3-2-1 (theo khuyén nghi ciia B6 Thong tin va
Truyén thong trong Cong vin s6 2517/BTTTT-CATTT ngay 27/06/2024
V/v Ting cudng bao dam an toan hé thong thong tin, gitip nang cao tinh
san sang va bao vé dir liéu quan trong cua td chirc).

o Dam bao an toan, toan ven dir liéu va kha nang khoéi phuc khi xay ra su cb.

o Tiéng Anh:
Deploy a storage system for data backup with the capability to:

o Protect Vietsovpetro's data from ransomware attacks.

o Comply with the 3-2-1 backup rule (as recommended by the Ministry of
Information and Communications in Official Letter No. 2517/BTTTT-
CATTT dated June 27, 2024, on Enhancing information system security to
improve availability and protect critical organizational data).

o Ensure data safety, integrity, and recovery capability in the event of
incidents.
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« Tiéng Nga:
Pa3BepHyTH cCUCTEMY XpaHEHHUS ISl pE3EPBHOTO KOMTUPOBAHMSI TAHHBIX C
BO3MOYKHOCTBIO:

o 3anuThl TaHHBIX Vietsovpetro oT aTak MporpaMM-BbIMOTATEIICH.

o CoOmoaeHus TPUHITUIIA PE3ePBHOTO KonupoBaHus 3-2-1 (kak
peKoMeH10BaHO MUHHUCTEpCTBOM WH(GOPMAIIMA U KOMMYHUKAIIUN B
odpunmansaoM coodienun Ne 2517/BTTTT-CATTT ot 27 utons 2024 r.
«Ycunerue 6€30macHOCTH HH(HOPMAITMOHHBIX CHCTEM, CIIOCOOCTBYIOIIIEE
MOBBIIICHHUIO JOCTYITHOCTH U 3aIUTE BAXHBIX JAHHBIX OPTaHU3ALUI ).

o Obecreuennst 0€30aCHOCTH, IIEJTOCTHOCTH U BO3MOKHOCTH
BOCCTaHOBJICHUS JAaHHBIX B CJIy9ac¢ BOSHUKHOBEHUS UHITUICHTOB.

2. PIEU KIEN KY THUAT NOI VAN HANH THIET BI / TECHNICAL
CONDITIONS AT THE EQUIPMENT OPERATING LOCATION/
TEXHUYECKHUE YCJIOBUS SKCIUVIYATAIIUN OBOPYJIOBAHUS HA
MECTE EI'O PABOTbI

. Tiéng Viét:

o Thiét bi duoc lap dit trong Trung tim dit liéu du phong (DR) cia
Vietsovpetro tai toa nha Xi nghiép Xay Lap - Dich vy, 67 dudng 30/4,
thanh phd Viing Tau.

o Thiét bi duoc van hanh trong diéu kién vé nhiét do, 46 am, khong gian tiéu
chuén cta trung tam dir liéu.

« Tiéng Anh:

o The equipment is installed in Vietsovpetro's Disaster Recovery (DR) Data
Center located at the Construction and Service Enterprise building, 67 30/4
Street, Vung Tau City.

o The equipment operates under standard data center conditions for
temperature, humidity, and space.

« Tiéng Nga:

o Ob6opynoBaHue yCTaHOBIICHO B Pe3epBHOM 1IeHTpe 00pabOTKU TaHHBIX
(PLLI) «BrercoBneTpo» B 3gaHuu CTPOUTENHHO-CEPBUCHOTO MPEATPUITUS
no azapecy: r. Bynrray, yin. 30/4, 1. 67.

o OO6opymoBaHue IpeTHa3HAYCHO JIJIsl IKCIUTyaTalliy B CTaHAAPTHBIX
YCIOBHUAX TEMIICPATYPHI, BIAKHOCTHU U MMPOCTPAHCTBA LICHTPA O6pa6OTKI/I

JaHHBIX.

3. YEU CAU CHUNG POI VOI THIET BI / GENERAL REQUIREMENTS FOR
THE EQUIPMENT / OBIIIME TPEBOBAHUSI K OBOPYJIOBAHUIO
« Tiéng Viét:
o Tinh trang hang hoa: Hang mé&i va chua qua st dung.
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o Nim san xuit: Tir nim 2024 tré vé sau.

o Trong chao hang phai ghi 1o tén goi, ky ma hiu, ddc tinh k¥ thuat, nha san
Xudt va xudt xu.

o Thoi han bao hanh thiét bi: 02 nim ké tir ngay giao nhan hang hoa.

o Dia diém nhén va tra hang bao hanh: 105 Lé Loi, thanh phd Viing Tau.

o Tiéng Anh:

o Condition of goods: New and unused.

o Year of manufacture: From 2024 onwards.

o The quotation must clearly state the name, code, technical specifications,
manufacturer, and origin.

o Equipment warranty period: 02 years from the date of goods receipt.

o Location for receiving and returning warranty goods: 105 Le Loi, Vung
Tau City.

« Tiéng Nga:

o Cocrosgnue ToBapa: HoBbIl 1 HE UCITOIB30BAHHBIN.

o T'on mpousoactea: C 2024 rona u rno3aHee.

o B npeanoxennn 10oMKHBI OBITh YKa3aHbl HA3BaHUE, APTUKYJI, TEXHUUECKHE
XapaKTEPUCTUKU, TPOU3BOAUTEIDL U CTPAHA IPOUCXOKICHUS.

o [T'apaHTHiHBIN CPOK: 2 roa ¢ MOMEHTA MIOCTABKH TOBApA.

o MecTo nonyueHus 1 Bo3BpaTta rapantuitHeix ToBapoB: 105 Jle Jloi, ropon
Bynr Tay.

4. YEU CAU VE CONG NGHE / TECHNOLOGY REQUIREMENTS /
TPEBOBAHUS K TEXHOJIOT'NA
. Tiéng Viét:

o Hé thdng phai c6 cong nghé tiét kiém dung luong ludn ludn duoc bat
(always on data reduction) ma khong 1am giam hiéu suat va toc do xtr Iy dir
liéu: Cac tinh nang gom Thin provisioning, chong trung lap dit liéu (Data
Deduplication), nén dir liéu (Data Compression).

o Hé thé)ng phai c6 cong nghé bao v¢ dir li¢u, chéng tAn cong ma hda, sua,
x6a dit liéu ké ca trong truong hop hé théng luu trit bi chiém quyén diéu
khién.

o Heé théng phai c6 cong nghé Unified storage hd tro SAN (block) va NAS
(file) trén cing mot bo diéu khién. Céc giao thirc hd trg gdm: Fibre
Channel, iISCSI, NVMe over Fabrics (NVMe/FC, NVMe/RoCE,
NVMe/TCP), NFS va SMB.

o He thong phai tich hop sin cong nghé ma hoa toan bo dir liéu murc vat 1y
theo chuan FIPS 140-2 validated AES-256.

o Heé théng phai dong bo dir liéu theo thoi gian thue tir thiét bi luu trir hién co
tai DC (hién dang sir dung model Pure Storage C50R4) sang thiét bi méi tai
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DR dé dam bao trong trudng hop thiét bi luu trix tai DC bi su ¢d, dit liéu
ctia doanh nghiép khong bi mét va c6 kha ning phuc hdi toan ven dir liéu.

o Khi c6 sy cb xay ra tai thiét bi luu trit tai DC, hé thong c6 thé chuyén doi
hoat dong (failover) sang thiét bj tai DR mdt cach nhanh chong.

« Tiéng Anh:

o The system must have always-on data reduction technology that does not
reduce performance and data processing speed: Features include Thin
provisioning, Data Deduplication, and Data Compression.

o The system must have data protection technology to prevent encryption
attacks, data modification, and deletion, even if the storage system is
compromised.

o The system must have Unified storage technology supporting SAN (block)
and NAS (file) on the same controller. Supported protocols include: Fibre
Channel, iSCSI, NVMe over Fabrics (NVMe/FC, NVMe/RoCE,
NVMe/TCP), NFS, and SMB.

o The system must have built-in full data encryption technology at the
physical level according to the FIPS 140-2 validated AES-256 standard.

o The system must synchronize data in real-time from the existing storage
device at the DC (currently using the Pure Storage C50R4 model) to the
new device at the DR to ensure that in the event of a failure at the DC
storage device, the enterprise's data is not lost and can be fully recovered.

o When an incident occurs at the DC storage device, the system can quickly
failover to the DR device.

« Tiéng Nga:

o Cucrema JOJI’KHA UMETh TCXHOJIOTHIO TIOCTOAHHOI'O CHHUXKCHUA O6’beMa
nanHbIxX (always on data reduction), koTopast He yMeHbIIIAET
MIPOU3BOJIUTENBHOCTD U CKOPOCTh 00pabOTKH JaHHBIX: DYHKIIUU
BiurouaroT Thin provisioning, Data Deduplication u Data Compression.

o Cucrema JO0JI2)KHA UMETH TEXHOJIOTHUIO 3allIUThI JaHHBIX JIA
npeaAOTBpalICHHA aTaK HII/I(i)pOBaHI/ISI, HN3MCHCHHA U YAAJICHUA JaHHBIX,
AaXE €CJIN CUCTEMA XPAHCHUA JaHHBIX CKOMIIPOMETHUPOBAHA.

o Cucrema nomxHa uMeTh TexHosoruro Unified storage, moanepKuBaroIIyro
SAN (block) u NAS (file) na onrnom xoHTposepe. [lognepxrBaembie
npotokoibl BKIo4aroT: Fibre Channel, iISCSI, NVMe over Fabrics
(NVMe/FC, NVMe/RoCE, NVMe/TCP), NFS u SMB.

o Cucrema q0KHA UMETh BCTPOSHHYIO TEXHOJIOTHIO MOJIHOTO MIH(pPOBAHUS
JAHHBIX Ha (PU3MYECKOM YPOBHE B COOTBETCTBUU cO cTannaptom FIPS 140-
2 validated AES-256.

o Cucrema A0JDKHA CHHXPOHU3HUPOBATHL NAHHBIC B PCAJIbBHOM BPCMCHU C
CyllecTByouiero ycrpoicrna xpanenust B DC (B HacTosiliee Bpemst
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ucrnosb3yeTcss Mozenb Pure Storage C50R4) Ha HoBoe ycTpoiicTBo B DR,
YTOOBI FApaHTUPOBATh, YTO B ciyyae cOos ycTpoiicTBa xpaHeHus B DC
JaHHbIE IPEANPUATUS HE OyAYT NOTEPSHBI U MOTYT OBITh IOJTHOCTHIO
BOCCTAHOBJICHBI.

o Ilpu BO3HMKHOBEHUHU UHIUCHTA Ha ycTpoiicTBe XpaHeHus B DC cucrema
MOXKeT ObIcTpo nepekntounThes (failover) Ha ycrpoiictBo B DR.

5. YEU CAU VE PAC TINH KY THUAT / TECHNICAL SPECIFICATION
REQUIREMENTS / TPEBOBAHUSA K TEXHUYECKUM
XAPAKTEPUCTUKAM
. Tiéng Viét:
Hang hoa phai c6 dic tinh k¥ thuat toi thiéu nhu mé ta & danh muc hang hoa.
« Tiéng Anh:
The goods must have at least the minimum technical specifications as described in
the goods catalog.
o Tiéng Nga:
TOBapBI A0JDKHBI UMETh KaK MUHUMYM MUHUMAJIbHBIC TCXHUYCCKUC
XapaKTCPpUCTUKH, OITMCAHHBIC B KaTAJIOI'C TOBAPOB.

6. HO TRQ KY THUAT CUA NHA THAU / CONTRACTOR'S TECHNICAL
SUPPORT / TEXHUYECKAS ITOJJAEPKKA ITOAPATUYUKA
. Tiéng Viét:
o Nha thau phai hoan thanh lip dat thiét bi vao Trung tim dit liéu cua
Vietsovpetro.
o Thoi han lap dat: Trong vong 60 ngay ké tir ngay Vietsovpetro thong béo
lap dat.
« Tiéng Anh:
o The contractor must complete the installation of the equipment into
Vietsovpetro's Data Center.
o Installation period: Within 60 days from the date Vietsovpetro notifies the
installation.
o Tiéng Nga:
o Iloapsmuuk KOMKEH 3aBEPIINTh YCTAaHOBKY 000pyaoBaHus B LleHTpe
00paboTku JaHHBIX Vietsovpetro.
o Cpok ycranoBku: B Teuenue 60 qHelt ¢ gaThl yBemomieHus Vietsovpetro
00 yCTaHOBKe.

7. YEU CAU VE THOI GIAN VA PIA PIEM GIAO HANG / REQUIREMENTS

FOR DELIVERY TIME AND LOCATION / TPEBOBAHUS K CPOKY "
MECTY JOCTABKH
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« Tiéng Viét:
o Thoi han giao hang: Trong vong 120 ngay ké tir ngay ky két hop dong.
o bia diém giao hang: Kho hang ctia Vietsovpetro tai thanh phé Viing Tau.
o S6 lan giao hang: Khong qua 02 lan.

« Tiéng Anh:
o Delivery time: Within 120 days from the contract signing date.
o Delivery location: Vietsovpetro's warehouse in VVung Tau City.
o Number of deliveries: No more than 02 times.

« Tiéng Nga:
o Cpok noctaBku: B Teuenue 120 qHel ¢ AaThl MOANUCAHUS KOHTPAKTA.
o Mecto nocraBku: Ckinan Vietsovpetro B ropone Bynr Tay.
o KommuectBo nmocraBok: He 6omee 02 pas.

8. YEU CAU VE SO LUQONG VA PONG GOI HANG HOA / REQUIREMENTS
FOR QUANTITY AND PACKAGING OF GOODS / TPEBOBAHUS K
KOJINYECTBY U YITAKOBKE TOBAPOB
. Tiéng Viét:
o SO luong hang hoa/thiét bi: Bong b tron goi cho ca don hang nhu néu tai
danh muc hang hoa.
o Hang hoa phai duoc dong goi va van chuyén theo tiéu chuan ctia nha san
Xuat.
« Tiéng Anh:
o Quantity of goods/equipment: Complete set for the entire order as stated in
the goods catalog.
o (Goods must be packaged and transported according to the manufacturer's
standards.
. Tiéng Nga:
o KosmdectBo ToBapoB/060pynoBanus: [10JHBIN KOMILIEKT JIJIs BCETO 3aKa3a,
KaK YKa3aHO B KaTaJIoI'€ TOBApoOB.
o TOBapI)I JOJI2KHBI OBITH YIIaKOBaHbI U TPAHCIIOPTHUPOBAHBEI B COOTBETCTBHUU

CO CTaHOapTaMHu IMPOU3BOJUTECIIA.

9. YEU CAU VE PAM BAO AN TOAN LAO PONG, VE SINH CONG NGHIEP
VA AN TOAN MOI TRUONG / REQUIREMENTS FOR LABOR SAFETY,
INDUSTRIAL HYGIENE, AND ENVIRONMENTAL SAFETY / TPEBOBAHUSI
O OBECHEYEHUIO BE3OIIACHOCTH TPYJIA, IPOMbBILIJIEHHON
TUT'MEHBI 1 OXPAHBI OKPYKAIOIIEN CPE/IbI
. Tiéng Viét:
o Nhan sy thuc hién lép dat phai c6 chirng chi an toan lao dong nhém 3.
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o Nha thau phai tuan thi “Quy ché vé quan Iy An toan — Strc khoe — Moi
truong ddi véi cac nha thau 1am viée trén cac cong trinh cua Lién doanh
Viét — Nga Vietsovpetro” so VSP-000-ATMT-448, Rev.3; Quy trinh an
toan s6 VSP-000-ATMT-403 va cac van ban, tai liéu vé cong tac an toan
hién hanh cta Vietsovpetro.

o Tiéng Anh:

o Installation personnel must have a Group 3 labor safety certificate.

o The contractor must comply with the "Regulations on Safety - Health -
Environment Management for contractors working on projects of the
Vietnam - Russia Joint Venture Vietsovpetro™ No. VSP-000-ATMT-448,
Rev.3; Safety procedure No. VSP-000-ATMT-403, and current safety
documents and materials of Vietsovpetro.

o Tiéng Nga:

o Ilepconan, BBIONHSIONINI YCTAHOBKY, TOJIKEH UMETh CEpTU(DUKAT 110
0€30MacHOCTH TPY/ia TPYIIIHI 3.

o Tlompsouuk qomkeH coomoaaTs "[lomokeHue o yrpaBieHUN
0€30MaCHOCTBIO - 3JI0POBBEM - OKPYIKAFOIICH CpeIoi Il MOAPSTINKOB,
paboTtaromux Ha nmpoektax CoBMmecTHOro npennpusatust Beetnam - Poccust
Vietsovpetro" Ne VSP-000-ATMT-448, Rev.3; [Iponeaypy 6e3omacHoCTH
Ne VSP-000-ATMT-403 u neficTBytomue T0KYMEHThI 1 MATEPHUAIIBI 110
6e3omacHocTu Vietsovpetro.

10. YEU CAU VE TAI LIEU KY THUAT / TECHNICAL DOCUMENTATION
REQUIREMENTS / TPEBOBAHUS K TEXHUYECKOHN JOKYMEHTAIIUA
. Tiéng Viét:
o Tai liéu k¥ thuat nha thau can cung cip kém theo chao hang giai doan ddu
thau: Catalog thiét bi.
o Nha thau phai ban giao tai liéu k¥ thuat sau khi hoan thanh lap dat, cAu hinh
va dua vao 1am viéc bao gom tai liéu Hudng dan van hanh hé thng.
o Tiéng Anh:
o Technical documents to be provided by the contractor with the bid during
the bidding phase: Equipment catalog.
o The contractor must hand over technical documents after completing
installation, configuration, and commissioning, including the System
Operation Manual.
o Tiéng Nga:
o TexHMuyeckue TOKYMEHTBI, KOTOPBIE NOAPSIAYUK JTOJKEH MTPETOCTABUTh
BMECTC C MPCIIOKCHUEM HaA 3TaIll€ TOPTOB: Karaior 060py2103aH1/151.
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o HO,Z[p}II["II/IK OOJIKCH IICpCaaThb TCXHUUCCKHUC NOKYMCHTHI ITIOCJIC
3aBCPHICHUA YCTAHOBKH, HaCTpOﬁKH 1 BBOJIa B OKCILTyaTalluIO, BKIIKOYasa

PYKOBOZ[CTBO I10 SKCIITyaTallu CUCTCMBI.

11. YEU CAU VE CHUNG CHI HANG HOA / REQUIREMENTS FOR GOODS
CERTIFICATES / TPEBOBAHUS K CEPTU®UKALIUU TOBAPOB
. Tiéng Viét:
o Nha thiu dugc yéu cidu cam két cung cép cac chimg chi sau cing v6i hang
hoa:
- Chung chi xuat xir (CO) do co quan c6 thaim quyén cta nudc san
xuét hodc cua nudce xuit khau cép cho thiét bi chinh, khong bét bude
ddi véi phu kién, cap, module d4u ndi. CO 1a ban géc hoac ban dién
tr hodc ban sao c6 cong chung.
= Chung chi chét luong (CQ) do nha san xuét cip, hodc do vin phong
dai dién cua nha san xuat tai Viét Nam cép, hodc do congty con ctia
nha san xuat tai Viét Nam hodc tai khu vuc cép cho thiét bi chinh,
khong bét budc ddi voi phu kién, cap va module d4u ndi. CQ 1a ban
géc hoac ban dién tur.
- Gidy bao hanh cho tit ca hang hoa.
« Tiéng Anh:
o The contractor is required to commit to providing the following certificates
with the goods:
= Certificate of Origin (CO) issued by the competent authority of the
manufacturing country or the exporting country for the main
equipment, not mandatory for accessories, cables, and connection
modules. The CO must be original, electronic, or a notarized copy.
= Certificate of Quality (CQ) issued by the manufacturer, or by the
manufacturer's representative office in Vietnam, or by the
manufacturer's subsidiary in Vietnam or in the region for the main
equipment, not mandatory for accessories, cables, and connection
modules. The CQ must be original or electronic.
= Warranty certificate for all goods.
o Tiéng Nga:
le) HOHpSI}I‘H/IK 065{3y6TC${ MpEaoCTaBUTH CICAYIOIINC CepTI/I(l)I/IKaTbI BMCECTC C
TOBApOM:
=  Ceprudukar npoucxoxaenus (CO), BBIIaHHBII KOMIIETCHTHBIM
OpTraHOM CTPAaHbI-IIPOU3BOANUTCIIA UJIN CTPAHBI-3KCIIOPTCpPA JJIA
OCHOBHOTI'O 060py210BaHI/I$I, He o0s3aresieH AT aKCECCyapoB,
kabenel u coeIMHUTENBHBIX MOoyJIeid. CO moikeH OBbITh
OPUTMHAJIOM, 3JIEKTPOHHBIM WUJIM HOTAPHUAIBHO 3aBEPEHHOMN KOIUEH.
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=  Ceprudukar kauectsa (CQ), BbIIaHHBII TPOU3BOAUTENEM, TN
npeAcTaBUTeNeM MPOU3BOIUTENSI BO BrheTHaMe, niu gjouepHeit
KOMIaHue! mpou3BOaUTENs BO BheTHaMe MiIu B peruoHe Jyist
OCHOBHOTO 000pyZOBaHMsI, HE 00sI3aTENICH JUIsl AaKCECCYapoB,
kabeneil u coemMHUTENBHBIX Motysei. CQ oikeH ObITh
OPUTHHAJIOM WJIH 3JIEKTPOHHBIM.

= ["apaHTHilHBINA cepTU(PUKAT HA BCE TOBAPHI.

12. PHUONG PHAP PANH GIA / EVALUATION METHOD / METO/1 OLIEHKHA
Danh gia toan b cdc muc hang hoda theo tiéu chi “Pat — Khong dat”.
Evaluate all items based on the "Pass - Fail" criteria.
Ouenka Bcex no3unuii no kpureputo "CootBeTcTBYeT - He cooTBeTcTBYET".

Signed by: Trinh Hoang Linh

Thoéa thuan/ CorsiacoBanue: Date: 09/09/2025 10:39:07

, . Certified by: Vietsovpetro CA . . )
Trudéng phong CK-NL-TPH Comment: PH dugc xir ... Trinh Hoang Linh
Havansnuk MOOuA CII

Signed by: Dang Dinh Cong
Date: 02/04/2025 08:20:11
Certified by: Vietsovpetro CA

Soan thiao/CocTraBurtenn

Giam doc TTCNTT&LL Ping Binh Céng
I[HpeKTOp HHTHC Signed by: He6osxeHko Bukrop

AnexcaHipoBuy

Date: 02.04.2025 08:14:49
Chéanh k§ su TTCNTT&LL Certified by: Vietsovpetro CA HeGoxerko B.A.
FJI.I/IH)KCHep HHTHC Signed by: Duong Khic Tuin

Date: 01/04/2025 07:51:01
Certified by: Vietsovpetro CA

Pho giam déc TT CNTT&LL Duong Khic Tuén

3am. upextop [IUTuC
I[ p p L[ Signed by: Dao Xuan Tung
Date: 29/03/2025 19:49:09
Certified by: Vietsovpetro CA

Truéng Ban Ky Thuat Mang - TT CNTT&LL bao Xuan Tung
Havanpauk CITO [IUTuC

Signed by: Hoang Tién Luong
Phé Ban K§ Thuat Mang - TT CNTT&LL it inemnenaca  Hoang Tién Luong
3am. Havanpauka CCT LU TuC

Phé Ban Ky Thuat Mang - TT CNTT&LL  Sizned by: Newén Minh Tuan - Ngyy&n Minh Tuén

Sam. Havanpuauka CCT HI/ITI/IC Certified by: Vietsovpetro CA

KysuTT CNTT&LL Pham Cao Cuong
Signed by: Pham Cao Cug

Nmxenep HUTuC Date: 281032005 1522110

Certified by: Vietsovpetro CA
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